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Abstract

The goal of this work is to check the presence of Eavesdropping
(PNS attack) in quantum cryptography system based on BB84 protocol,
and to get a maximum secure key length as possible. This goal was
achieved by using decoy states with the original signal states of the
system. These decoy states with mean photon numbers of 5.38, 1.588 and
0.48 were interleaved randomly between the signal states with mean
photon numbers of 2.69, 0.794 and 0.24 by a program used for operating

driver circuits for the transmitter laser diodes of the system.

The readings of single photon avalanche photodiodes, working at
Geiger mode at temperature T=-11°C at the detection side, were collected
and BB84 protocol was applied to determine the Quantum Bit Error Rate
and keys for both signal states and decoy states . Also the yields of the
single photon avalanche photodiode were calculated to determine the
average number of tagged photons to decide the presence of
Eavesdropping. The average length for a secure key obtained from our
system discarding the cases with Eavesdropping was equal to 125 with
19.583 % decoy states and 82 with 49.753% decoy states for mean

photon number of 0.794 for signal states and 1.588 for decoy states.
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