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Abstract 

 

The goal of this work is to check the presence of Eavesdropping 

(PNS attack) in quantum cryptography system based on BB84 protocol, 

and to get a maximum secure key length as possible. This goal was 

achieved by using decoy states with the original signal states of the 

system. These decoy states with mean photon numbers of 5.38, 1.588 and 

0.48 were interleaved randomly between the signal states with mean 

photon numbers of 2.69, 0.794 and 0.24 by a program used for operating 

driver circuits for the transmitter laser diodes of the system. 

 The readings of single photon avalanche photodiodes, working at 

Geiger mode at temperature T=-11
o
C at the detection side, were collected 

and BB84 protocol was applied to determine the Quantum Bit Error Rate 

and  keys for both signal states and decoy states . Also the yields of the 

single photon avalanche photodiode were calculated to determine the 

average number of tagged  photons to decide the presence of 

Eavesdropping. The average length for a secure key obtained from our 

system discarding the cases with Eavesdropping was equal to 125 with 

19.583 % decoy states and 82 with 49.753% decoy states for mean 

photon number of 0.794 for signal states and 1.588 for decoy states. 
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 ٔ      ن  هٍى  ن  نً ٔ ن ذ   ن هًً

   ي        

 



 

   خلاص 

 

نًُظٕي   ن جفٍر  نكًً (  نفٕتٌٕفصم ) نٓ ف يٍ ْذ   ن ًم ْٕ فذص ٔ ٕ   خ ر ق 

 .ل    لايك ٌ ٔنهذصٕل عهى  نًف  ح  لاطٕل ٔ  لاكثر سرٌ   BB84 نً  ً   عهى  رٔتٕكٕل

  لاض ف  نذ لات  لاش    نهًُظٕي  ْذِ  نذ لات  ْذ   نٓ ف دمك   س  ً ل د لات   ئف   

ت عشٕ ئٍ   ٍٍ د لات ٔ ن ً تخهم  ٥٫٣٨ ٬١٫٥٨٨  ٠٫٤٨=  نز ئف  ك َت  ً  ل ع   فٕتَٕ ت 

 . ٢٫٦٩ ٬  ٠٫٧٩٤ ٬ ٠٫٢٤ =   لاش    ٔ ن ً  ً  ل ع   فٕتَٕ ت 

لر ء ت كٕ شف  نفٕتٌٕ  نًُفر   ذ ت  لآٍَ    نًض عف ٔ ن ً ت ًم دسب  سهٕب 

     سٍهٍزٌ  فً  ٓ   نكشف يٍ  نًُظٕي  ٔ ن ً تى  ً ٓ  ٔتى ١١-ك ٌكر       در    

ع ل خطأ  نٕد    نكًٍ  ٔ ٌج    نًف تٍخ نذ لات  لاش    نذس ب و  BB84تط ٍك  رٔتٕكٕل

 .ٔ نذ لات  نز ئف 

كذنك دس ت َٕ تج كٕ شف  نفٕتٌٕ  نًُفر  ذ ت  لآٍَ    نًض عف لاٌج   ع    نفٕتَٕ ت 

 . نًًٍز   ن مرٌر ٔ ٕ   لاخ ر ق 

ي  ل طٕل  نًف  ح  نسري نًُظٕي ُ   نذي تى  نذصٕل عهٍّ   ًْ ل د لات ٔ ٕ  

  ٪٢٠عُ  ٔ ٕ   ٨٢٪ د لات   ئف  ٔ ٌس ٔي ٥٠عُ  ٔ ٕ  ي  ل  ١٢٥خ ر ق٬ ٌس ٔي  لا

 .نهذ لات  نز ئف  ١٫٥٨٨نذ لات  لاش    ٔ  ٠٫٧٩٤د لات   ئف  نً  ل ع   فٕتَٕ ت 

 


